
CASE STUDY | CLOUD SECURITY POSTURE / CSPM

Enterprise Multi-Cloud CSPM with Wiz
Technical ownership of Wiz across 12 cloud environments and approximately 1 million resources.
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CONTEXT

The organisation needed a more usable and consolidated approach to
cloud security posture management. Azure Defender for Cloud provided
useful native coverage, but operating at scale through its UI was
complex and time-consuming. At the same time, multiple acquired /
venture environments used different cloud platforms and ownership
models, with no direct operational access from the central team. Wiz
was rolled out to provide a single CSPM view across Azure, AWS, GCP
and Oracle Cloud.

SCOPE

Technical ownership of the Wiz workstream since January 2024,
including platform rollout, governance design, access model,
remediation processes, dashboards, exemptions / ignore rules,
integrations and continuous posture improvement. The main Azure
tenant represents roughly 90% of resources; the remaining venture
environments operate through collaborative, best-effort remediation
models because central authority differs by tenant.

KEY WORK
• Rolled out Wiz across 12 cloud environments, consolidating posture

visibility across Azure, AWS, GCP and Oracle Cloud into a single platform.
• Mapped findings to business service owners using Azure resource tags and

defined remediation SLAs for critical and high issues / vulnerabilities
together with IT security risk and compliance stakeholders.

• Designed scoped SSO access so business service owners can directly view
the resources, findings and remediation context relevant to them.

• Established governance for exemptions, ignore rules and exceptions, while
keeping built-in dashboards as the default and adding targeted custom
dashboards where needed.

• Integrated Wiz with ServiceNow for ticketing and Vulnerability Response
workflows; supplied Wiz data to Splunk, Microsoft Sentinel and executive
Power BI reporting.

• Integrated Wiz CLI into Azure DevOps as a preventive control, enabling
developers to identify issues before deployment and complementing
runtime coverage across IaC, AKS, VMs and cloud resources.

• Designed the governance model for Wiz Kubernetes Agent coverage
across approximately 50 clusters, with rollout and application integration
performed by the respective application teams.

OUTCOMES
• Critical risk: reduced Wiz critical

issues to 0 across the connected
estate.

• High severity: reduced high-severity
issues to 43 across the estate.

• Owner response: improved
remediation response by giving
service owners direct, scoped access
to their own findings and resources.

• Coverage: improved visibility from
code to deployed workloads and
cloud resources through preventive
scanning plus runtime CSPM
coverage.

• Consolidation: created a single
operating view across 12 cloud
environments with different
ownership models and cloud
platforms.

• Vulnerabilities: critical and high
vulnerability exposure decreased in
collaboration with the dedicated
vulnerability-management team.

TECHNOLOGY

Wiz
Wiz CLI
Wiz Kubernetes Agent
Azure
AWS
GCP
Oracle Cloud
Azure DevOps
ServiceNow / Vulnerability
Response
Power BI
Splunk
Microsoft Sentinel
SSO / RBAC

Andreas Wendl | Azure Security & Governance Architect | Wiz certified



